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What is Product Lifecycle Management

 PLM is a key strategy in business

* |t manages products from first concept to
their eventual retirement

* |t provides a framework for overseeing the
different stages a product goes through,
offering structure and consistency
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PLM : a picture is 1000 words worth
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MAINTENANCE
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PLM - Idea

IDEA

swissunjversities

New ideas based on market
research

Creative but structured phase to
check whether product can
succeed

Understanding customer needs
and market trends to create
product ideas with strong market
potential



PLM - Design

« Detail specifications, plans and
prototypes

« Ensure that it is not only functional
but can also be produced

- Change management ensures
that changes are tracked and
DESIGN everyone is on the latest version

* Marketing teams work on
packaging, branding and
positioning strategies to make the
product appealing to the target
audience
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PLM - Manufacturing

« Theoretical designs -> real

products
h * Includes sourcing materials,
setting up production lines and
implementing quality control
measure
MANUFACTURING .

PLM ensures design data is
integrated into manufacturing
processes to keep errors down
and improve efficiency

« Marketing might involve ensuring
that the product meets the brand
promises and quality standards
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PLM - Service and Maintenance

* Includes distribution, customer

\ service, and maintenance
/ « PLM systems help track product
\ performance and customer

feedback, providing data that can
be used to improve future versions
SERVICE AND of the product

VIAINTENANCE - Effective management here helps
to ensure customer satisfaction
and can lead to a longer product
lifespan
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PLM - Disposal

« Disposal phase deals with the end

i - of the product's lifecycle -
including the safe and responsible
disposal or recycling of products

 Managed according to
environmental regulations and
DISPOSAL sustainability practices
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PLM in Marketing

* Introducing the product to the
market

* Promotion of the product
 Management of brand image
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PLM for Product / Service and Marketing

'5,:,“ Principles of PLM are constant — be in development, manufacturing or marketing
- PLM manages the entire lifecycle of a product efficiently and effectively, ensuring

— that everyone involved has access to current information and that all processes

- align towards the common goal of delivering high quality products to the market

swissunjversities
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Product Cybersecurity Lifecycle ¢sLu spren

Security Configuration
Documentation Management
Security .
Security Testing Security Maintenance / Vulnerability
Certifications N Management
Patching
Secure secure Information
. DevSecOps Deployment & ;
Implementation Operation Sharing
Secure Product Post Launch
_ Development Product Customer Securi
Sectre Sourcing P Secure Product . CCalboraon
Security
Security ; . .
Architecture & Seclntyf’_lannlng Secure End of Life Sec}urlt}v
. & Classification Monitoring
Design
; Threat Modelling ) -
Reslfi‘r::mﬁgms & Risk Inclie:ij%ﬂ&ws Threat Intelligence
a Assessment B g
Cyber Security Management System(s)
Development & Production Security Security Risk Management
Organization, Culture, Awareness & Training Supply Chain Security
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IEC 62443-4-1

+ Practices for Secure Development & Maintenance of IACS

Products

+ Covers
« Pre- & Post Launch Product Security
« Development Security
« Credential Management

+ CMMI-based Maturity Levels 1-4 per practice

« Classification concept “Security Level” 1-5 to tailor controls

HSLU
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Company organization

Generate Revenues \

Business Opportunity
Create additional revenue streams
with new business models

Business Extension
Increase existing revenues by growing
market share through competitive
advantage

Business Protection
Safeguard existing revenues by meeting
cybersecurity feature demand

9 Business Security

Offerings

N\ .Custom.er
Protect Customers ] information
9 Cybersecurity

Minimize risks to customers by securing Risk Management

offerings and company infrastructure

Internal systems

(Information
Security)

Supply chain
Legal
HR
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Activities within a company — big picture
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Securing Software Supply Chains

Hijacked Cellular Devices. 2016 - A foreign company designed software used by a U.S. cell

Gt ot omationand Ceniid e o s et ey 72 ot Concrete examples of attacks in different
phases of development

SolarWinds. 2020 - An IT management company was infiltrated by a foreign threat actor who
maintained persistence in its network for months. The threat actor left the network only after it
had compromised the company’s build servers and used its update process to infiltrate customer
networks.

DEVELOPMENT
AND
PRODUCTION

End-User Device Malware. 2012 — Researchers from a major U.S. software company
investigating counterfeit software found malware preinstalled on 20 percent of devices they
tested. The malware was installed in new desktop and laptop computers after they were shipped
from a factory to a distributor, transporter, or reseller.
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Kaspersky Antivirus. 2017 — An overseas-based antivirus vendor was being used by a
foreign intelligence service for spying. U.S. government customers were directed to remove
the vendor’s products from networks and disallowed from acquiring future products from that
vendor.

ACQUISITION
AND
DEPLOYMENT

Backdoors Embedded in Routine Maintenance Updates. 2020 — Thousands of public and
private networks were infiltrated when a threat actor used a routine update to deliver a
malicious backdoor.

Sensitive Data Spillage. 2019 - A researcher bought old computers, flash drives, phones and
hard drives, and found only two properly wiped devices out of 85 examined. Also found were
hundreds of instances of personally identifiable information (PII) spillage, including Social
Security numbers, passport numbers, and credit card numbers.

Source:
swissuniversities https:/www .cisa.gov/sites/default/files/publications/defending_against_software_supply_chain_attacks 508.pdf
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Securing Software Supply Chains —
MITRE’s proposal

Evidence-Based Trust
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eploy

Secure & Hardened

Build and Distribution Infrastructure
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SW Bill Of Material (SBOM)

The Case for Transparency

The Administration notes in the EO, “the trust we place in our digital infrastructure should be
proportional to how trustworthy and transparent that infrastructure is.”? In the modern world,
software systems involve complex, dynamic — and, too often, obscure — supply chains.
Bringing transparency to the components and connections within and across supply chains is
important to discovering and addressing the weak links in those chains. SBOMs are a critical
step toward securing the software supply chain. Without them, a lack of transparency into the
contributors, composition, and functionality of these systems contributes substantially to
cybersecurity risks and increases costs of development, procurement, and maintenance.

Transparency is best achieved using an understandable model supported by industry. An SBOM
model achieves this systematic sharing by tracking component metadata, enabling mapping to
other sources of information, and tying the metadata to software as it moves down the supply
chain and is deployed. To scale this model globally, it is necessary to address the problem of
universally identifying and defining certain aspects of software components to allow the data to
be effectively and efficiently consumed by downstream users.>

Note: “Administration” refers to the administration of the United States of America

Source: https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
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SBOM - MVD

Minimum viable definition:

* The organization/person that
created the artifact.

* The tool used to generate the SBOM

* The timestamp when the SBOM was
generated

« Component name
« Component version number
« AUUID (CPE, PURL, SWID)

* Relationship with other components -
with an enumeration of the included
dependent components
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https://nvd.nist.gov/products/cpe
https://github.com/package-url/purl-spec
https://nvd.nist.gov/products/swid
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

SBOM - Some more requirements

*  Frequency: SBOMs must be updated per any change in content or version of the software
product

« Depth: The SBOM must contain all direct and indirect dependencies of the software product

«  Known Unknowns: In any case that a piece of information is missing, the SBOM must state
whether that information is missing because it is unavailable, unknown, etc.

» Distribution & Delivery: The SBOM must be accessible to the customer by means of being both
machine- and human-readable

« Access Control: Proper access control must be set to access the SBOM

« Accommodation of Mistakes: All users of SBOM must acknowledge that the standards are still
in development and be patient with mistakes in the process and substantial changes to the
standard.

swissuniversities



SBOM in practice

Who & When OWASP @ 2017 Linux Foundation @ 2010 NIST @ 2009

Audi . Standard-centric (ISO/IEC Standard-centric (ISO/IEC 19770-
udience Developer-centric 5962:2021) 2:2015)

(Original) Focus Security Licensing Deployment Life Cycle

SPDX License ID
Supported Unique Identifiers SWID, PURL, CPE
SHA, BLAKE

SPDX License ID
SWID, PURL, CPE SWID, CoSWID
Government-backed, multi-

Main Advantage Verbosity, Security Info Components Relationships purpose
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Less-Trust Environments Secure Environments

I I o & Cloud Service
I Developers .
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(DloT & Secure boot - Challenges

« Secure boot is vendor-specific
as some require NDA to
access documentation

« Key management (on and off
device)

« Key rotation

« OSS licences (specifically
GPL")

« 3rd-party applications
mtegratlon

bt 0 Afely-Copylefted-Cars-Reexamining- i
ALS- Bradley Kuhn Behan- ngstgr 1 pdf and WWWf f.or mpaign re- -vSs-restri - whi
swissuniversities
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https://events19.linuxfoundation.org/wp-content/uploads/2017/11/Safely-Copylefted-Cars-Reexamining-GPLv3-Installation-Information-Requirements-ALS-Bradley-Kuhn-Behan-Webster-1.pdf
https://events19.linuxfoundation.org/wp-content/uploads/2017/11/Safely-Copylefted-Cars-Reexamining-GPLv3-Installation-Information-Requirements-ALS-Bradley-Kuhn-Behan-Webster-1.pdf
https://events19.linuxfoundation.org/wp-content/uploads/2017/11/Safely-Copylefted-Cars-Reexamining-GPLv3-Installation-Information-Requirements-ALS-Bradley-Kuhn-Behan-Webster-1.pdf
https://events19.linuxfoundation.org/wp-content/uploads/2017/11/Safely-Copylefted-Cars-Reexamining-GPLv3-Installation-Information-Requirements-ALS-Bradley-Kuhn-Behan-Webster-1.pdf
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“Cybersecurity
Supply Chain Risk
Management
Practices for
Systems and
Organizations” — a
guidance

Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations, https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1-upd1.pdf
Wissuniversitiss o Y 9 psi/invip gov/nistpubs/Sp od1p
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Cybersecurity Supply Chain Risk
Management Practices

Culture & Awareness

In this document, the practices and
controls described for Cybersecurity
Supply Chain Risk Management (C-SCRM)
apply to both information

technology (IT) and operational
technology (OT) environments and are
inclusive of IoT. Similar to IT
environments that rely on ICT products
and services, OT environments rely on OT
and ICT products and services, with
cybersecurity risks arising from ICT/OT
products, services, suppliers, and their
supply chains. Enterprises should include
OT-related suppliers, developers, system
integrators, external system service
providers, and other ICT/OT-related
service providers within the scope of

their C-SCRM activities.
Sources: Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations,

swissuniversities https://nvipubs.nist.gov/nistpubs/Special Publications/NIST.SP.800-161r1-upd1.pdf
. . et .

Fig. 1. Dimensions of C-SCRM



Blind side - Aligning the stakes
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Sources: Cybersecurity Supply Chain Risk Management Practices for Systems and Organizations,https://nvipubs.nist.gov/nistpubs/SpecialP ublications/NIST.SP.800-16 1r1-upd1.pdf
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Supply chain

« ICT/OT relies on a globally distributed,
interconnected supply chain ecosystem that
consists of public and private sector entities

« This ecosystem offers benefits such as cost

LEVEL 1 savings, interoperability, rapid innovation,
ENTERPRISE product feature variety and the ability to
o choose between competing vendors. With
MISSION / BUSINESS PROCESSES the risk the same also introduces a variety of
cybersecurity risks throughout the supply
LEVEL 3 chain

OPERATIONAL

»  Cybersecurity Supply Chain Risk
Management (C-SCRM) is a systematic
process that aims to help enterprises
manage cybersecurity risks throughout the
supply chain. Enterprises should identify,
adopt, and tailor the practices described in

Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-16 1r1-upd1.pdf thlS document tO beSt SUit their unique

swissuniversities . . .
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Source: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1-upd1.pdf
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A\ Threats

§* Vulnerabilities

Adversarial: E.g., insertion of malware, External: E.g., interdependencies in the supply
counterfeits, industrial espionage, supply chain (primary suppliers with common level-2
disruption, service outage, foreign intelligence suppliers, supply chain entity weaknesses

entity (inadequate capacity), inadequate cyber hygiene
Non-adversarial: E.g., natural disaster, Internal: E.g., vulnerable information systems and
poor quality products/services, geopolitical (war), components, unpatched systems, ineffective
legal/regulatory changes affecting security controls, lack of cyber awareness

supply (sanctions)

Yz Likelihood (probability of a threat exploiting a vulnerability[s])

Adversarial: Capability and intent Non-adversarial: Historical rate of occurrence

& Impact—degree of harm

Ex. Impact: Loss of customers and public trust due to data disclosure

To: mission/business function Ex. Impact: Loss of classified information resulting in compromised national security

Ex. Impact: Production delays due to supply chain disruptions
Ex. Impact: Loss of intellectual property due to data exfiltration

2 Cybersecurity Risks Throughout the Supply Chain




Nation-state with significant resources looking to steal IP

Threat Source
Vulnerability

Supplier considering partnership with company that has relationship
with threat source

Threat Event Description

Nation-state helps KXY meet industry compliance requirements, and
ABC Company partners with KXY to develop chips

Existing Practices

Strong contractual requirements as to the functionality of the system
and elements

Comprehensive inventory tracking system at ABC Company

Industry compliance requirements

Threat Event Outcome

Enterprise units, processes,
information, assets, or
stakeholders affected

Nation-state extracts technology threat actor, modifies technology, or
exploits previously unknown vulnerability

KXY Supplier

ABC Company integrator functionality testing
Technology users

Other federal agencies / customers

Technology modified / vulnerabilities Technology sold to

Impact . N interested parties —
exploited — High Moderate
Likelihood Moderate Moderate
Risk exposure (Impact x High
Likelihood)
Moderate
Acceptable Level of Risk
Potential Mitigating (1) Improve (2) Increase (3) Choose another
Strategies and C-SCRM traceability and provenance and supplier
Controls monitoring information control
capabilities requirements

Estimated Cost of
Mitigating Strategies

20 % increase 20 % increase 40 % increase

Change in Likelihood

Moderate = Low

Change in Impact

High - Moderate

Mitigation

Selected Strategies

Develop and require unique, difficult-to-copy labels, or alter labels to
discourage cloning or modification of the component [C-SCRM_PE-3].
Minimize the amount of information that is shared to suppliers.
Require that the information be secured [C-SCRM AC-21].

Require provenance be kept and updated throughout the SDLC [C-
SCRM_SR-4].

Estimated Residual Risk

Moderate — The residual risk was determined to be equivalent to the
existing risk without the partnership.

swissunjversities

An Example:
Industrlal Espionage

ABC Company, a semiconductor (SC)
company used by the enterprise to produce
military and aerospace systems, is
considering a partnership with a KXY Co. to
leverage their fabrication facility. This would
represent a significant change in the supply
chain related to a critical system element.

*  While not classified, the element that KXY
would be expected to manufacture is
unique, patented, and critical to the
operational status of the systems. The loss
of availability of the element while the
system is operational could have significant,
immediate impacts across multiple agencies
and the civilian populous, including the loss
of life and millions of dollars in damages

Source: C.1.3. SCENARIO 3: Industrial Espionage, NIST SP 800-161r1-upd1
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