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Business Impact Assessment

Let’s see what your paper reading resulted in…
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From events to incident
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Source: “Triage: from precursors to incident response”, The Official (ISC)2 SSCP CBK Reference, 6th Edition by Mike Wills

Security information and event management (SIEM)

https://www.ibm.com/think/topics/siem


Obligation to notify

For Critical Infrastructure
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Energy (natural gas supply, oil supply, power supply, district and 
process heating)

Finances (financial and insurance services)

Information & communication 
(information technologies, media, postal service, telecommunications)

Public administration (teaching and research, cultural assets, 
parliament, government, justice, administration)

Public health (medical care, laboratory services)

Public safety (armed forces, emergency services, civil defence)

Transport (air transport, rail transport, road transport, water transport)

Food and water (food supply, water supply)

Waste disposal (refuse, sewage)

C(H)ritical Infrastructure

6
Source: https://www.babs.admin.ch/en/critical-infrastructures

Source: https://applied-risk.com/resources/valentines-day-industrial-
tech-talk-the-eu-nis2-directive-and-cyber-security
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Critical Infrastructure Priorities
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Source: https://www.babs.admin.ch/en/publications-on-

critical-infrastructure-protection
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Legal Basis
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CSO (Fr): 

https://www.ncsc.admin.ch/dam/ncsc/fr/dokumente/Meldepflcht/Ordonnance_sur_la_cybersecurite.pdf.download.pdf/Ordonnance_sur_la_cybersecurite.pdf

CSO (De): https://www.ncsc.admin.ch/dam/ncsc/de/dokumente/meldepflicht/Cybersicherheitsverordnung.pdf.download.pdf/Cybersicherheitsverordnung.pdf
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https://www.ncsc.admin.ch/dam/ncsc/fr/dokumente/Meldepflcht/Ordonnance_sur_la_cybersecurite.pdf.download.pdf/Ordonnance_sur_la_cybersecurite.pdf
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https://www.ncsc.admin.ch/dam/ncsc/de/dokumente/meldepflicht/Cybersicherheitsverordnung.pdf.download.pdf/Cybersicherheitsverordnung.pdf
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Source: https://www.fedlex.admin.ch/eli/oc/2024/257/it#mod_u19Source: https://www.fedlex.admin.ch/eli/oc/2024/257de#mod_u19

https://www.fedlex.admin.ch/eli/oc/2024/257/it
https://www.fedlex.admin.ch/eli/oc/2024/257de


How should it be reported?
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https://www.report.ncsc.admin.ch/en/
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https://www.report.ncsc.admin.ch/en/
https://www.ncsc.admin.ch/ncsc/en/home.html


Cyber Security Hub (CSH)

11Source: https://www.ncsc.admin.ch/ncsc/en/home/meldepflicht/informationen-csh.html
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The report shall be handed in

• Within 24 hours from the moment of detection

• If all the necessary information is not available 

within 24 hours, the OFCS will give the authority or 

organisation concerned 14 days to complete the 

report. 

• If the necessary information has not been provided 

in full within the time limit, the National Cyber 

Security Centre (NCSC) shall request the authority 

or organisation concerned to supplement it 

immediately or to confirm that the information is not 

available.

• The report of a cyberattack must specify: 
– the information on the authority or organisation subject to the 

reporting obligation, on the planned measures and on the 

reasons for the report.

– the date and time when the attack was detected

– the date and time of the attack

– information about the attacker

• It must also indicate whether the attack is 
linked to an act of blackmail, threat or 

coercion and whether it has been reported 
to the police

• It must also provide on the consequences of 
the cyber attack. Namely: 

– the severity of the damage to the availability, integrity and 

confidentiality of information, and 

– the effects on the functioning of the authority or organisation. 

• If the report is not submitted via the CSH 

communication system, it shall contain the 
information about the entity subject to the 
reporting obligation: 

– the company name, name or designation and address, and

– the contact details of the person submitting the report.

Content and timeline of report

12Source: Cybersecurity Ordinance (CSO)



How to get help…

Or work together

13

Source: 

Union-wide maturity and criticality of 10 (sub-sectors), 

2024 REPORT ON THE STATE OF CYBERSECURITY IN THE UNION,

https://www.enisa.europa.eu/sites/default/files/2024-

11/2024%20Report%20on%20the%20State%20of%20the%20Cybersecurity%

20in%20the%20Union.pdf

https://www.enisa.europa.eu/sites/default/files/2024-11/2024%20Report%20on%20the%20State%20of%20the%20Cybersecurity%20in%20the%20Union.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/2024%20Report%20on%20the%20State%20of%20the%20Cybersecurity%20in%20the%20Union.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/2024%20Report%20on%20the%20State%20of%20the%20Cybersecurity%20in%20the%20Union.pdf
https://www.enisa.europa.eu/sites/default/files/2024-11/2024%20Report%20on%20the%20State%20of%20the%20Cybersecurity%20in%20the%20Union.pdf


• Resources

• Knowledge

• Continous availability of 

experts

• …

• Cybersecurity Emergency 

Response Team (CERT)

• Cybersecurity Incident 

Response Team (CSIRT)

• Security Operations Center

(SOC)

• …

Companies may (partially) lack

14



• A Security Operations Center (SOC) is the 

focal point for security operations and cyber 
network defense for an organization. A SOC 
provides a holistic situational awareness 

capability to help organizations determine 
the security posture of the system and 

organization.1

• SOC activities2

– Asset inventory

– Routine maintenance and preparation

– Incident response planning

– Regular testing

– Continuous, around-the-clock security monitoring 

and Log management

– Threat intelligence (and detection)

– Incident response

– Recovery and remediation

– Post-mortem and refinement

– Compliance management

– …

Security Operation Center

15

Externalise?

https://www.ncsc.gov.uk/collection/building-a-security-operations-

centre/operating-model/designing-an-operating-model

1: NIST SP 800-53, Rev. 5 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
2: https://www.ibm.com/think/topics/security-operations-center
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SOC: (A more) Formal definition 
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Service Area SOC CSIRT PSIRT ISAC

Information Security Event Management

Monitoring and Detection MUST - - -

Event Analysis MUST - - -

Information Security Incident Management

Information Security Incident Report Acceptance - MUST - -

Information Security Incident Analysis - MUST - -

Artifact and Forensic Evidence Analysis - - - -

Mitigation and Recovery - MUST - -

Information Security Incident Coordination - MUST - -

Crisis Management Support - - - -

Vulnerability Management

Vulnerability Discovery/Research - - - -

Vulnerability Report Intake - - MUST -

Vulnerability Analysis - - MUST -

Vulnerability Coordination - - MUST -

Vulnerability Disclosure - - MUST -

Vulnerability Response - - MUST -

Situational Awareness

Data Acquisition - - - MUST

Analysis and Synthesis - - - MUST

Communication - - - MUST

Knowledge Transfer

Awareness Building - - - -

Training and Education - - - -

Exercises - - - -

Technical and Policy Advisory - - - -S
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ISAC: Information Sharing 

and Analysis Center
PSIRT: Product Security 

Incident Response Team

CSIRT: Cybersecurity 
Incident Response Teams

FIRST: Forum for Incident 

Response and Security 

Teams

https://www.first.org/standards/frameworks/csirts/team-type_1-1
https://www.first.org/standards/frameworks/csirts/team-type_1-1
https://www.first.org/standards/frameworks/csirts/team-type_1-1
https://www.first.org/standards/frameworks/csirts/team-type_1-1
https://www.first.org/standards/frameworks/csirts/team-type_1-1


Imagine a situation
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Cyberattack on a hospital - a fictive case
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Different perspectives

• CSIRT wants to assess traces the attackers 
have left behind, take protective measures, 

stop the attack and return to normal 
operation with as little damage as possible

• Police is responsible for public safety, law 

and order. In this case, they want to 
investigate the perpetrators and needs 
usable evidence

Cyberattack on a hospital - a fictive case

19

Source: https://www.switch.ch/en/insights/cyberattack-hospital-between-it-security-and-law-enforcement
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Cyberattack on a hospital - a fictive case
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Source: https://healthsectorcouncil.org/wp-content/uploads/2024/11/MEDICAL-PRODUCT-MANUFACTURING-CYBER-INCIDENT-RESPONSE-

PLAYBOOK-2.pdf
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A concrete case
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A little help from my friends…
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• Peers/Maturity
– EU CSIRT 

(https://tools.enisa.europa.eu/topics/incident-

response/csirt-inventory/certs-by-country-interactive-

map)

– There are available tools for assessing 

the maturity of a company1

(https://tools.enisa.europa.eu/eulogin_login?came_from

=/topics/incident-response/csirt-capabilities/csirt-

maturity/csirt-survey)

– And more (like Building a SOC 

https://www.ncsc.gov.uk/collection/building-a-security-

operations-centre/operating-model/designing-an-

operating-model)

• Tools
– Potentially, your beloved tool already 

offers support for OT specificities

Friends in

23

Source: https://www.ntop.org/guides/ntopng/scada/IEC60870-5-

104.html

1: based on https://www.enisa.europa.eu/sites/default/files/publications/Study_on_CSIRT_Maturity_29042019.pdf

https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/topics/incident-response/csirt-inventory/certs-by-country-interactive-map
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://tools.enisa.europa.eu/eulogin_login?came_from=/topics/incident-response/csirt-capabilities/csirt-maturity/csirt-survey
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/operating-model/designing-an-operating-model
https://www.ntop.org/guides/ntopng/scada/IEC60870-5-104.html
https://www.ntop.org/guides/ntopng/scada/IEC60870-5-104.html
https://www.ntop.org/guides/ntopng/scada/IEC60870-5-104.html
https://www.ntop.org/guides/ntopng/scada/IEC60870-5-104.html
https://www.ntop.org/guides/ntopng/scada/IEC60870-5-104.html
https://www.enisa.europa.eu/sites/default/files/publications/Study_on_CSIRT_Maturity_29042019.pdf


1. An army marches on its 

stomach

2. Y’all got any more of that 

whiteboard

3. Brace yourself – the phone 

will ring

4. Stress, stress everywhere

5. Nobody cares – get the help 

you need

6. Minimum Champion!

7. Ight Imma Head Out –

Exercise!

8. No regrets – creativity

9. Run a marathon they said, 

It’ll be fun they said

10. Are you sure about that?

10 tips for a successful IR
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf
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