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ISA/IEC 62443 — High level view

“IEC 62443 is an international series of standards that address cybersecurity for operational
technology in automation and control systems.”

IEC TR-62443-1.2 IEC TR-62443-1.4

Terminology, Master glossary of

System security IACS security
concepts and models terms and abbreviations compliance mefrics lifecycle and use-case

IEC TR-62443-2.2 IEC TR-62443-2.3 IEC 62443-2.4

Requirements for an Implementation guidance
IACS security for an IACS security
management system management system

Pafch management in Secu_r\ty progr?Om
the IACS environment fequirements for
IACS service providers

Policies and
procedures

IEC TR-62443-3.1

Security technologies Security levels for System security

for IACS zones and conduits

requirements and
security levels

IACS: industrial automation and control systems

IEC 62443-4.1 IEC 62443-4.2

Technical security
Product development
requiremen;t)s requirements for IACS
components
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ISA/IEC 62443 — Scope & purpose

Holistic approach requires the
considerations of 3 dimensions:

= Technologies
= Processes
= Human factors

... to be considered from any stakeholde
perspective
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ISA/IEC 62443 — Standard ext. families

swissunjversities

Policies & Component/ . .
General System P Profiles Evaluation
Procedures Product
1-1 Terminology, 2-1 Security 3-1 Security 4-1 Secure product || 5-x Profiles within 6-1 Security evalua-
concepts and program require- technologies for development the framework of tion methodology for
models’ — ments for IACS IACS lifecycle require- part1-5 IEC 62443-2-4
= | | asset owners® ments @
1-2 Master glossary | | 2-2 Security 3-2 Security 4.-2 Technical 6-2 Security evalua-
of terms and program rating risk assessment for | | security require- (..) tion methodology for
ments for IACS

abbreviations

system design

components

1-3 System secu-
rity conformance

metrics

2-3 Patch manage-
ment in the IACS

()

3-3 System security
requirements and

security levels .

1-4 |ACS security

environment

2-4 Security pro-
gram requirements
for IACS service
providers® |u

)

lifecycle and
1-5 Scheme for

use-cases
|IEC 62443 cyberse-

2-5 Implementation

guidance for IACS

asset owners

curity profiles
1-6 Application
of IEC 62443 to the

industrial internet
of things -

Published

IEC 62443-4-2

Published/next edition planned

1: Edition 2 planned for 2026

2: Edition 2 planned for 2024

3: Edition 2 published 12/2023
Edition 3 planned for 2026/27

In development/planned
Source: Industrial Security Based on |IEC 62443 TUVIT (09/2024)



ISA/IEC 62443 — Key principles

Enterprise Networks

Zones & Conduits

= Security zones are physical or logical
grouping Of assets that Share Common Enterprise Firewall Enterprise Firewall

security requirements and isolating the Fiant DNZ
critical control systems components. ] wainorerce

= Conduits are the special type of security

Domain
Controller

Data
Historian

zone that groups communications that can
be logically organized into a grouping of

information flows within and also external to Somtr

a zone. It can be a single service (i.e. =5 BPCs
Ethernet network) or be a multiple data & s= | = '
carrier. i st | romean |

= .
=| Domain
=

=] Controller

Ser;.
1 Frb ‘?fo,

‘% Control
Source: |IEC 6244 3-1-1: Industrial communication networks- Network and < -—- BPCS HMI

Handheld
Programmer

system security-Part 1-1: Terminology, concepts and models ]{ \\W‘ Si \:,

T ﬂ
Block Transmittor F‘ump ransmittor
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ISA/IEC 62443 — Key principles

Defense in depth

Data Layer is the inner most layer and can be used
for encryption of data, access rights etc.

Application Layer is the next layer to data layer
where SecDesign/Security review/patch
management/... can be implemented.

Host Layer is the layer after application layer and
can be used for implementing OS hardening/anti-
malware solutions etc.

Internal Network Layer is the next layer after Host
Ia¥er and can be used for implementation for
Intrusion Detection System, logging and monitoring
functionalities etc.

Perimeter Layer is the next layer after internal
network layer where firewalls or DMZ can be
implemented.

Physical Layer is the layer after perimeter layer,
where for example video surveillance or perimeter
protection can be used.

Policies, Procedures Layer is the outermost and
the last layer where the security policies
procedures, guidelines, etc. for'the IACS networks
are defined

swissunjversities

Risk & Incident
Management Policy

Video surveillance
perimeter protection
Firewalls

DMZ

Logging & Monitoring,
Intrusion Detection System

Anti Malware,
Hardening
Patch management,
User input verification
Encryption,
Access rights

Source: Industrial Security Based on IEC 62443, TUVIT (09/2024)



ISA/IEC 62443 — Key principles
e e

Capability to protect against casual or
coincidental violation

SL2 Capability to protect against intentional
violation using simple means with low
resources, generic skills and low

motivation

SL3 Capability to protect against intentional
violations using sophisticated means
with moderate resources, IACS

specific skills and moderate motivation

SL4 Capability to protect against intentional
violations using sophisticated means
with extended resources, IACS

specific skills and high motivation

swissunjversities

Misconfiguration

No security
measures
implemented,
hacker

Only moderate
security
measures
implemented,
high level
hacker

Economical
Damage

Confusion No objective
awareness
Basic Low Straight forward
Industrial Average Intentional
specific
Highly High Agressive
sophisticated



ISA/IEC 62443 — Key principles

Security levels

« SL-T: is the desired level of security for a particular zone and/or conduit. It is usually determined
by performing a cyber security risk assessment on an environment.

+ SL-C: is the security level that a component or system of an environment can provide when
properly configured. This level states that a component is capable of meeting the required target
security level SL-T natively without additional compensating measures

 SL-A:is the actual level of security for a particular environment or a specified zone and/or conduit
of it. It is measured after an environmental design is available or when in place

swissunjversities
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ISA/IEC 62443 — Key principles

1 Initial

2 Managed

3 Defingd
(Practiced)

4 Improved

swissunjversities

Capability of performing a service without a documented process that is poorly
controlled
(Process)

Capability of performing a service in a formal documented characterized process with
evidence of expertise and trained personnel
(Process + Documentation)

Capability of performing ML2 level including evidence of practicing the process, e.g.
documented process plus list of participants in the training of personnel
(Process + Documentation + Evidence)

Capability of performing ML3 level including demonstration of continuous improvement,
e.g. internal audit report
(Process + Documentation + Evidence + Continuous Improvement of Process)

11



ISA/IEC 62443 — Levels In a Picture

IEC 62443-2.4

Security program

requirements for
AOS senvice praviiers ) Maturity Level 2 = “Practices are documented”
Maturity

How professional Maturity Level 3 = “Practices are followed”

Levels is the organization.

IEC 62443-4.1 Maturity Level 4 = “Practices are improving”

Product development
requirements

IEC 62443-3.3
System security

Levels robust are outputs. Security Level 1 = “Prevent mistakes”
Security Level 2 = “Prevent hacking”
eqechnica) securty Security Level 3 = “Prevent sophisticated hacking”
components Security Level 4 = “Prevent state sponsored hacking

IEC 62443-4.2

requirements and
security levels \ r.l . — . ”
/ Secu ty How securely Security Level 0 = “Not implemented

”

Practices are

No Certification

. L, — documented, — implies > |D

Levels followed and Maturity Level 3+ 2!
continually
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ISA/IEC 62443 — Obtaining a certification

PLAN

r——=-=--=--=--=--=-=-=-=-- A
1. Set the 2. Identify 3. Define the 4. Dot ine th 5. Identif I OPTIONAL: PHASE_‘I | PHASE_Z Pt—IIESE 3 A
scope and - -0 -Determine thel S| 5. Identify I Gap Analysis |9 Audit Certification
H the threat security levels security levels rd the risks
asset inventory 1 |
L e e e e e = = = = - 4
r===== i r===== i
t;’ 11. Continuous 6. Asset the | L ! On Site
. ) Gap Analysis . Document Assessment/
< improvement risks I Document (I Reaction I n nent N ntvia
! assessment I phase ! (Stage 1) Skype Webex
v ! [ ! (Stage 2)
[ d b m — - - 4
(3} 10. Mon\tn_nng 7. Derive the | : | - .
w and testing Technical Tests
< measures
s) (audit) (Processes and

Penetration
testing)

Conformity
statements

8. Plan the
implementation

9. Implement
the measures

Organisation &
organisational
procedures

L 4

sw!ssun!vers!t!es Source: Industrial Security Based on IEC 62443, TUVIT (09/2024)
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ISA/IEC 62443-2-X — Key parts

ISA/IEC 62443-2-1 & ISA/IEC 62443-2-4 as normative parts

ISA/IEC 62443-2-1

» defines the elements necessary to establish a cyber security management system (CSMS) for
industrial automation and control systems (IACS) and provides guidance on how to develop those

elements

ISA/IEC 62443-2-4

» defines requirements for security capabilities to be supported by security programs of integration
and maintenance service providers. Support for these capabilities means that the service provider

can provide them to the asset owner upon request

Note: ISA/IEC 62443-2-3 might also be considered as a good reference for patch management process
implementation.

swissunjversities
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ISA/IEC 62443-2-4 — For Service suppliers

Industrial Automation and Control System (IACS)
Asset operates Uperai.jt_;:r]al and !'n_aintenance
Owner > capabilities (policies and
procedures)
+
Automation Solution
System ; : i - T .
Integrator integration capabilities l,| [Basic Process | iSafety i iCompIementaw:
(design and deployment) Control System | instrumented 1| 4050 and i
(BPCS) iSystem (SIS) 1! ooftware !
IACS environment / project specific Eo=—=————oo=o e

Includes a configured instance of the (Ionlml System Product
[
Control System Product as a combination of

L J

Product
Supplier

deve":)ps Supporiing Embedded Metwork Host

lApplications | |devices components [devices

Independent of IACS environment
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ISA/IEC 62443-2-4 — For Service suppliers

Column Column description
Req ID Requirement 1D
BR/RE Base Requirement/Requirement Enhancement indicator

Functional area

Keyword representing the main functional area of a requirement

Topic Keyword representing the main topic associated with a requirement. The same topic may
apply to more than one functional area.

Subtopic Keyword representing the subtopic addressed by the requirement. The same technical topic
may apply to more than one functional area and/or activity

Doc? Deliverable documentation is required to be provided to the asset owner (yes/no).

NOTE Some requirements may require the service provider to maintain documentation that
is not considered a deliverable. However, the asset owner may have agreements with the
service provider to see or have this documentation delivered to it.

Requirement
description

The text of the requirement.

Rationale

Text that describes the background, justifi 1, and other

assist the reader in its understanding

p of the requirement to

Value SP Req ID Description

Solution staffing SP.01.XX Requirements related to the assignment of personnel by the service
provider to Automation Solution related activities.

Assurance SP.02.XX Requirements related to providing confidence that the
Automation Solution security policy is enforced

Architecture SP.03.XX Requirements related to the design of the Automation Solution

Wireless SP.04.XX Requirements related to the use of wireless in the
Automation Solution

SIs SP.05.XX | Requirements related to the integration of SIS into the
Automation Solution

Configuration management SP.06.XX Requirements related to the configuration control of the
Automation Solution

Remote access SP.07.XX Requirements related to the remote access to the
Automation Solution

Event management SP.08.XX Requirements related to the event handling in the
Automation Solution

Account management SP.09.XX Requirements related to the administration of user accounts in the
Automation Solution

Malware protection SP.10.XX Requirements related to the use of anti-malware software in the
Automation Solution

Patch Management SP.11.XX Requirements related to the security aspects of approving and
installing software patches

Backup/Restore SP.12.XX Requirements related to the security aspects of backup and restore

swissunjversities




ISA/IEC 62443-2-4 — Examples

e Exercice 5



https://secindopt.github.io/homepage/exercices/iec_62443/
https://secindopt.github.io/homepage/exercices/iec_62443/

ISA/IEC 62443-2-3 — Patch management

States used by the IACS asset owner
Directly used
by asset owner

Available »| Released [+ In Internal | Authorized
Test Passed
’r internal patch
. tests authorized
Usedin IACS  pistributed to Failed for use
asset owners ntemal ! Patch management state model
tests
= Passed Test CIPEL Effective
In Test > Approved applicable Patch
installed
Failed A J Y
tests Not Not lled
applicable Authorized Installe
A 4
Not Not
Approved Applicable Patch state Patch state definition Managed by
Available The patch has been provided by a third party or an IACS supplier but has Asset owner

not been tested.
Product supplier

States used by the IACS product supplier

In Test The patch is being tested by an IACS supplier. Product supplier
Not Approved The patch has failed the testing of the 1ACS supplier and should not be Product supplier
used, unless and until the IACS supplier confirms that the patch has been
Approved.
Mot Applicable | The patch has been tested and is not considered relevant to IACS use. Product supplier
Approved The patch has passed testing by the IACS supplier. Product supplier
Released The patch is released for use by the IACS supplier or third party, or the Asset owner
patch may be directly applicable by the asset owner for their internally .
developed systems. Product supplier
In Internal Test | The patch is being tested by the asset owner testing team. Asset owner
Not Authorized | The patch has failed internal testing, er may not be applicable. Asset owner
Authorized The patch is released by the asset owner and meets company standards Asset owner
for updatable devices, ar by inspection did not need testing.
Effective The patch is posted by the asset owner for use._ Asset owner
Installed The patch is installed on the system. Asset owner

swissunjversities



ISA/IEC 62443-2-3 — Patch management

. Security hardening

Operating an IACS patch management

Establishing a patching program is difficult enough, but if
patching efforts are not sustained or optimized over time
they will not fulfil the objective of reducing security
vulnerabilities

. Change management
—  Activity of patch management is subject to change

controls and should adhere to the change management

process

. Vulnerability awareness
— ltis very important that asset owners recognize this
and maintain a constant vigilance of the vulnerabilities
that exist. These must include an awareness of
discovered zero-day threats and vulnerabilities that
affect their critical systems.

— Consider interfaces with CERT’s

. Outage scheduling

—  Asset owners should assess the applicability of the
vulnerability to their systems as alert notifications are
released announcing the new vulnerabilities.

swissunjversities
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Security hardening does not replace patch
management, it reduces the applicable patches by
removing unnecessary software, which then does not
need to be patched and possibly limits the effects of
certain exploits.

. Inventory and data maintenance

Tracking vulnerabilities and patches status is key for
maintaining a sufficient supervision of operating
products and residual risks

Automated tools are recommended

. Procuring or adding new devices

Placing these vulnerable systems in the IACS
environment not only puts those systems at risk, but
they then become the weakest link on that network and
can potentially allow the other systems to become
compromised. It is important to ensure new systems
are fully patched prior to connecting them to the IACS
network

. Patch management reporting and KPls

The impacts of poor patch management should be
measured using KPls that facilitate a continuous
improvement process. The following are examples of
KPIs: Nbr of assets compromised due to missing
patches, Nbr of patches available, Nbr of patches
aonplied



ISA/IEC 62443-3-X — Key parts

ISA/IEC 62443-3-2 & ISA/IEC 62443-3-3 as normative parts

ISA/IEC 62443-3-2

» defines a set of engineering measures that will guide an organization through the process of
assessing the risk of a particular IACS and identifying and applying security countermeasures to
reduce that risk to tolerable levels

ISA/IEC 62443-3-3

» defines technical requirements to be respected on IACS / System level, based on several
assumptions as follow
— asecurity program has been established and is being operated in accordance with IEC 6244 3-2-1.
— apatch management program is implemented consistently with the recommendations detailed in IEC/TR 62443-2-3

swissunjversities
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ISA/IEC 62443-3-3 — System requirements

« Technical system requirements are derived Plant Environment

from risk assessment (6244 3-3-2).

) o Risk Assessment
« The requirements are “catalogued” within oo
. Al -
this ISA/IEC 62443-3-3 part, based on 7 IACE sacuriy
. . . managemen
dimension (called FR - Foundational System
. (' = : '\
Requirements) as follow System Architechura and
Part 3-2
Target SLs Zones and
1. Identification and authentication control (IAC), Solution H conduits
2. Use control (UC), Achieved SLs
3. System integrity (Sl), \_ )
4. Data confidentiality (DC), L .
5. Restricted data flow (RDF), .
6. Timely response to events (TRE)
7. Resource availability (RA). [ . I:::lsi-:urity
reguirements
Control System Features
L Independent of Plant Environment R
swissunjversities

24



ISA/IEC 62443-3-3 — System requirements

SRs and REs

Requ irements are derived and allocated FR 1 - Identification and authentication control (IAC)

per Security levels as illustrated here SR 1.1~ Human user identfication and 5.3 ’ ’ ’ Y
SR 1.1 RE 1 — Unigue identification and 5331 v v v
authentication

° S R System req u”.e mentS Erlﬁrl.;t;Enit;x:IStifactor authentication for 5332 v v

° RE ReqL“rements enhancement E;\:;:;EB— Multifactor authentication for all 5333 v
SR 1.2 — Software process and device identification 54 b N v
and authentication

. SR 1.2 RE 1 - Unigue identification and 5431 i v

Those requirements are not component authentication

specific, they are describing capabilities SRS - Accoll manegemen °2 : : - -
SR 1.3 RE 1 — Unified account management 5531 v v

to be ensured on System level and SR 1.4 — Identifier management 56 . . . v

should therefore be distributed to SR 1.5 - Authenticator management 57 - ’ - ’
SR 1.5 RE 1 — Hardware security for software 5.7.31 ¥ v

relevant component later one, based on process identity credentials

SL per Zone / COﬂdUIt SR 1.6—Wire|ess-accef'ss rn-a.nag_-ement 5.8 ¥ ¥ B v
SR 1.6 RE 1 - Unigue identification and 5831 i v

authentication

SR 1.7 — Strength of password-based 59 b ¥ ¥ ¥
authentication

SR 1.7 RE 1 — Password generation and lifetime 5931 ¥ ¥
restrictions for human users

swissunjversities



ISA/IEC 62443-3-3 — Examples

e Exercice 6



https://secindopt.github.io/homepage/exercices/iec_62443/
https://secindopt.github.io/homepage/exercices/iec_62443/

ISA/IEC 62443-4-X — Key parts

ISA/IEC 62443-4-1 & ISA/IEC 62443-4-2 as normative parts

ISA/IEC 62443-4-1

. describes product development life-cycle requirements related to cyber security for products intended for use in
the industrial automation and control systems environment and provides guidance on how to meet the
requirements described for each element.

. implementation of such SDLC (Secure Development Life Cycle) practices is considered as a prerequisite (called
common cyber security constraints) for certifying a technical capabilities of a product acc. To ISA/IEC 62443

ISA/IEC 62443-4-2

. provides the cyber security technical requirements for the components that make up an IACS, specifically the
embedded devices, network components, host components and software applications.

. defines technical requirements, in alignment with capability from ISA/IEC 6244 3-3-3, but focused on capabilities on
component level, and depending on component type

swissunjversities
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ISA/IEC 62443-4-1 — SDLC

Processes, practices and requirements related to
them are described by the IEC62443-4-1 and
categorized as follow:

1. General security management (SM)

2. Specification of security requirements (SR)

3. Security by design (SD)

4. Secure implementation (Sl)

5. Security verification and validation testing
(SW)

6. Management of security-related issues (DM)

7. Security update management (SUM)

8. Security guideline (SG)

swissunjversities
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ISA/IEC 62443-4-1 — SDLC

Security management

Security requirements

Secure by design

SM-1 Development process

SM-10 Custom developed components from third-party suppliers
SM-11 Assessing and addressing security-related issues
5M-12 Process verification

5M-13 Continuous improvement

SM-2 Identification of responsibilities

SM-3 Identification of applicability

5M-4 Security expertise

5M-5 Process scoping

5M-G File integrity

SM-7 Development environment security

SM-8 Controls for private keys

SM-9 Security requirements for externally provided components
SR-1 Product security context

5R-2 Threat model

SR-3 Product security requirements

SR-4 Product security requirements content

5R-5 Security requirements review

50-1 Secure design principles

S0-2 Defense in depth design

S0-3 Security design review

S0-4 Secure design best practices

swissunjversities

Secure implementation

5I-1 Security implementation review
5l-2 Secure coding standards

Security verification and validation testing 5VV-1 Security requirements testing

Management of security-related issues

Security update qualification

Security guidelines

5WW-2 Threat mitigation testing

SWV-3 Vulnerability testing

5WW-4 Penetration testing

SWV-5 Independence of testers

DM-1 Receiving notifications of security-related issues
DM-2 Reviewing security-related issues

DM-3 Assessing security-related issues

DM-4 Addressing security-related issues

DM-5 Disclosing security-related issues

DM-6 Periodic review of security defect management practice
SUM-1 Security update gualification

SUM-2 Security update documentation
5UM-3 Dependent component or cperating system security
update documentation

SUM-4 Security update delivery

SUM-5 Timely delivery of security patches

5G-1 Product defense in depth

5G-2 Defense in depth measures expected in the environment
5G-3 Security hardening guidelines

5G-4 Secure disposal guidelines

5G-5 Secure operation guidelines

5G-6 Account management guidelines

5G-7 Documentation review



ISA/IEC 62443-4-1 — Threat Model Hints

Product suppliers need to perform a risk assessment on a product abstraction level, by creating a
threat model which should include following characteristics:

. cormrect flow of categorized information throughout the system;

. trust boundaries;

. processes;

. data stores;

. internal and external communication protocols implemented in the product;

. externally accessible physical ports including debug ports;

. circuit board connections such as Joint Test Action Group (JTAG) connections or debug headers which might be
used to attack the hardware;

. potential attack vectors including attacks on the hardware, if applicable;

. potential threats and their severity as defined by a vulnerability scoring system (for example, CVSS);
. mitigations and/or dispositions for each threat;

. security-related issues identified;

. external dependencies in the form of drivers or third-party applications (code that is not developed by the supplier)
that are linked into the application.

Those elements would represent key information for maintaining smart asset inventory on system level, as well as
consistency between risk assessment levels

swissunjversities
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ISA/IEC 62443-4-1 — Secure Update

» [62443-4-1/11.2.1] — Security Update Qualification

A process shall be employed for verifying that
- security updates created by the product developer address
the intended security vulnerabilities;

- security updates do not introduce regressions, including but not limited
to patches created by: a) the product developer; b) suppliers of
components used in the product; and c) suppliers of components or
platforms on which the product depends.

[62443-4-1/11.3.1] — Security update documentation

. & COHEFI '2. Review Issues
- Information

A process shall be employed to ensure that documentation about product

security updates is made available to product users that includes but is not

limited to:
. . . . A. Development of the update
- the product version number(s) to which the security patch applies; . A e ey e (ermstans) cnislyes o SWperieh

. . . i 4, Address Issues B
- instructions on how to apply approved patches manually and via an ] boutissues the product, therefore application of
automated process;

the SPDL)
- description of any impacts that applying the patch to the product
can have, including reboot;
- instructions on how to verify that an approved patch has been applied;

- risks of not applying the patch and mediations that can be used S — C1. Security Ubdat
for patches that are not approved or deployed by the asset owner. 4= délinf;r' 1 Pl doc;unfg:tnatyiounp =S

* [62443-4-1/11.4.1] — Dependent component or * o E———— 5. Quaity e
operating system security update documentation = WMy R update documentation

Security update management

Remediation plan could trigger
the development of an update

Defect management

A process shall be employed to ensure that documentation about

dependent component or operating system security updates is made

available to product users that includes but is not limited to:

- stating whether the product is compatible with the dependent
component or operating system security update;

SWISSUHIVGMSWM}Q/ updates that are unapproved by the product vendor,
the ‘mitigations that can be used in lieu of not applying the update. 31




ISA/IEC 62443-4-2 — Requirements

Component Requirements (of any type) are segmented in 2 main categories:

=  Common Component Security Constraints (CCSC)
= Constraints which are required to be applied during implementation of any relevant requirements from IEC

62443-4-2

= Foundational requirements (FR)
= 7 categories that are addressing requirements based on security primitives criteria (see later)

= SL-Aachieved can be seen as a vector of this 7 FR ([X;X;X;X;X;X;X]) but a certification can be claimed only

on the lowest SL achieved through applicable FR
* e.g. acomponent where the entire set of requirements has been identified as applicable and has been assessed
as [4;1;3;2;4;3;2], then a certification for SL1 is the only achievable level at this stage

Depending on the targeted Security Level, one or multiple Requirement Enhancements (RE) need to
be considered as well

swissunjversities
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ISA/IEC 62443-4-2 — CCSC

Common Component Security Constraints (CCSC)

1.  CCSC 1: Support of essential functions (IEC 62443-4-2/4.2)
—  The components of the system shall adhere to specific constraints as described in IEC 62443-3-3:2013, Clause 4.

—  Todetermine the required ESSENTIAL FUNCTION, a benefit-risk analysis (between safety and security) should be
conducted to determine which functionality can be sacrificed (“degraded mode”), and which cannot.

2. CCSC 2: Compensating countermeasures (IEC62443-4-2/4.3)
— When one or more requirements specified in 62443-4-2 cannot be met without the assistance of a compensating
countermeasure that is external to the targeted component, the documentation for that component shall describe the
appropriate countermeasures applied by the system to allow the requirement to be met when the component is integrated into

a system.
- e.g. Iflogging features are not implementable for a good reason, documentation related to the needs of IDS/IPS (Intrusion De tection/Prevention
System) could be derived for reaching a certain SL “under specific condition”

3. CCSC 3: Least privilege (IEC62443-4-2/4.4 and |IEC TR 60601-4-5/4.4)

— Individual system components shall provide the granularity of permissions and flexibility of mapping those permissions to
roles sufficient to support it. Individual accountability shall be available when required. Granularity of permissions and
assignment is dependent on the type of device and the product documentation for the device should define this in the product

documentation.
e.g. “DENY ALL” and create roles with adequate rights
4. CCSC 4: Secure development process (IEC62443-4-2/4.5)
—  All of the components defined in this document shall be developed and supported following the secure product development
swissuniversitigscesses described in IEC 62443-4-1 or equivalent.
—  «You cannot provide security capabilities of a product without ensuring its secure development»




ISA/IEC 62443-4-2 — Foundations

1) Identification and authentication control (IAC),
= |dentify and authenticate all users (humans, software processes and devices), prior to allowing them access to the
system or assets.
2) Use control (UC),
=  Enforce the assigned privileges of an authenticated user (human, software process or device) to perform the
requested action on the component and monitor the use of these privileges.
3) System integrity (SI),
=  Ensure the integrity of the component to protect against unauthorized manipulation or modification.
4) Data confidentiality (DC),
=  Ensure the confidentiality of information on communication channels and in data stored in repositories to protect
against unauthorized disclosure.
5) Restricted data flow (RDF),
=  Segment the control system via zones and conduits to limit the unnecessary flow of data.

6) Timely response to events (TRE), and

= Respond to security violations by notifying the proper authorities, reporting needed evidence of the violation and
taking timely corrective action when incidents are discovered.

7) Resource availability (RA).
= Ensure the availability of components against the degradation or denial of essential services.

swissunjversities
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ISA/IEC 62443-4-2 —Req’ s

* CR: (generic) Component Requirements
* RE: Requirements Enhancement

Most of the requirements on component level are
considered as generic though some specificities and
tailoring can be made for some of those depending on the
type of component, as follow:

+  Software Application Requirements (SAR)
Ex. Software module/layer/application...

 Embedded Device Requirements (EDR)
Ex. PLC, IED, ECU...

*  Host Device Requirements (HDR)
Ex. Operator workstation, Data historian...

*  Network Device Requirements (NDR)
Ex. Switch, VPN terminator, Gateways...

swissunjversities
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SRs and REs st1 | stz | st3 | sLa
FR 1 - Identification and hentication control (IAC)
CR 1.1 = Human user i i ion and icati v ‘/ ‘/ ‘/
RE (1) Unique identification and v v v
RE (2) Multifactor authentication for all interfaces / ‘/
CR 1.2 — Software process and device identification and
authentication / / \/
RE (1) Unique ion and auth ‘/ ‘/
CR 1.3 - Account management / / / /
CR 1.4 - Identifier management / / J /
CR 1.5 - Authenticator management ‘/ ‘/ / ‘/
RE (1) Hardware security for authenticators / ‘/
NDR 1.6 — Wireless access management v v v v
RE (1) Unique ification and auth v v v
CR 1.7 - Strength of passwi based ‘/ ‘/ ‘/ ‘/
SRs and REs SL1 SL2 SL3 SL 4
FR 5 - Restricted data flow (RDF)
CR 5.1 — Network segmentation v v v v
NDR 5.2 — Zone boundary protection v v v v
RE (1) Deny all, permit by exception ‘/ ‘/ ‘/
RE (2)Island mode ‘/ ‘/
RE (3)Fail close \/ /
NDR 5.3 — General person-t communicati
restrictions " v v v v
FR 6 — Timely response to events (TRE)
CR 6.1 — Audit log accessibility / 1/ 1/ ‘/
RE (1) Programmatic access to audit logs / ‘/
CR 6.2 — Continuous monitoring v v v




ISA/IEC 62443-4-1/2 — Examples

e Exercice 7



https://secindopt.github.io/homepage/exercices/iec_62443/
https://secindopt.github.io/homepage/exercices/iec_62443/
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