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Imagine a situation
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Every Company Has to Go Through the same….
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Source: own, using Cybersecurity Minimalstandard – Assessment, Version 1.0, 1st January 2018
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Standardization: a way to structure this

6



Standardization: an opportunity

• Companies want standardization as it 

allows them to: 
I. maximize the business benefits (by being a leader in cybersecurity);

II. institutionalize the best practices in the standards;

III. be compliant with contract obligations, national laws regulations & 

directives.

IV.(minimize business risks)



Be Aware

8
Source. https://x.com/Raedalis/status/1370252431024660482



IT & OT – Threat combined
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IT & OT – Constraints and conditions
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Cyber security topic IT / «office» environment OT / Industrial environment

Technology support 

lifecycle

Typical lifetime of 2-3 years, High number 

of suppliers

Typical lifetime of 10-20 years, low number of 

suppliers

→ Legacy systems are strong issues

Patching strategy Usually remotely managed, Automated & 

regular (patch Tuesday principle)

Long delay with strong planification, responsbility 

usually on supplier side, might strongly impact 

business continuity

Test & audit Usually automated, sufficiently resilient for 

supporting on-line testing & evaluation

Usually customized solutions reducing possibility for 

automation, too critical nature requiring offline 

testing

Asset classification Common activity performed on a yearly 

basis

Usually performed on-demand / on-request only 

(lack of asset supervision…)

Incident-response & 

forensics

Common activity legally required (e.g. 

GDPR)

Usually based on system reboot, forensics not 

really addressed

Physical security Strong differences from office environment 

(low protection) to data centers (high 

protection)

Usually  high protection, dedicated building / rooms 

etc

Secure SW development Security usually integrated as a 

fundamental dimension of development 

lifecycle

Historically not connected to outside networks and 

physically isolated, therefore security has not been 

considered «by-design». Add-on Security layers are 

complex to be integrated into ICS architecture later 

on

Endpoint security «Easy» to be deployed and managed 

remotely

Performance (e.g. realtime, memory) are usually 

limited therefore the footprint of such items might be 

critical for ensuring intended functions & safety. 

Custom solutions are existing but complex to 

manage 



Sometimes it might be 

complicated to spot the right 

references for a given 

organization role, environment

or product development… and 
standards in industrial cyber 

security fields are even more 

tricky due to a certain lack of 

maturity & stability in State-

of-the-Art definition

Regulations, Standards & Guidance (I)
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Regulations, Standards & Guidance (II)

12

• Regulations – legally bindings, usually bound to a specific industry or geographic area (national 
or international)

– e.g. NIS Directive, GDPR etc

• Standards & norms – Usually considered as State-of-the-Art definition, consensus-based 

document,  not mandatory (excepting if contractual)
– e.g. ISA/IEC 62443 standard series, ISO/IEC 27000 series, ISO 9001…

– Typical product, process and management system certification are based on them

• Guidance & best practices manual – More “dynamic” because out of standardization scheme, 
supportive document with tangible inputs 

– e.g. NIST documents, ENISA reports etc

Types

Source: https://www.normedconsulting.com/understanding-standards-tr-ts-is-and-en
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From regulation to standards
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▪ Field Regulation (e.g MDR – Medical Device Regulation)

▪ IEC62304, IEC62443 series, IEC80001-2-8… 

▪ CSA – Cyber Security Act

▪ ISO27000 series, IEC15408…

▪ NIS Directive

▪ ISO27000 series, IEC62443 series…

▪ GDPR

▪ ISO27000 series, ISO27701…

▪ National Laws & Regulations

▪ Strongly related with national authorities

Manufacturer Operator

Field (e.g. Medical) 

–Device Regulation

CSA – Cyber 

Security Act

NIS Directive

GDPR

National Laws & Regulations

Deliver 
product to



Regulations, Standards & Guidance (I)
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Source: https://cfecertification.medium.com/the-iso-iec-27000-family-of-standards-2f04697f2e82
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ISO 27001 Information Security Management Systems (ISMS) is

strongly focused on data as assets, that is why other frameworks

has been developed, based on the same structure, but with other

focuses – for instance

▪ IEC 62443-2-1 Cyber Security management System (CSMS),

also called security program for asset owners

▪ ISO 27701 Privacy Information Management System (PIMS)

ISO 27001 structure:

▪ 2 sub-scopes: ISMS and Security Controls (A.1)

▪ Security Controls: 14 sections, 35 Objectives, 114 best

practices

▪ Plan – Do – Check – Act on organization level

Regulations, Standards & Guidance (II)
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Regulations, Standards & Guidance (III)
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Objectives overview:



Regulations, Standards & Guidance (IV)
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Example 1: ISO 27001 – A.x – Area 10 – Cryptography 
Objective A.10.1: Cryptographic controls : 

▪ To ensure proper and effective use of cryptography to protect the confidentiality, authenticity and/or integrity of

information.

Topic A.10.1.1: Policy on the use of cryptographic controls

▪Security Control: A policy on the use of cryptographic controls for protection of information shall be developed and

implemented.

▪ Implementation guidance from ISO 27002: When developing a cryptographic policy the following should be considered: a)
[…]

Topic A.10.1.2: Key management

▪Security Control: A policy on the use, protection and lifetime of cryptographic keys shall be developed and

implemented through their whole lifecycle.

▪ Implementation guidance from ISO 27002: The policy should include requirements for managing cryptographic keys though
their whole lifecycle including generating, storing, archiving, retrieving, distributing, retiring and destroying keys. It includes

[…]



Regulations, Standards & Guidance (VI)

18

Teaser: formal mapping is provided by ISA/IEC 62443-2-1 for illustrating interfaces and common 

approaches with ISO/IEC 27001

▪ ISO/IEC 27001 & 27002 have been updated in 2022, major differences are:

▪ Less measures (114 → 93) but categorized on 4 dimensions (organization, human factors, technologies and

physical); requirements related to Cloud services etc



Regulations, Standards & Guidance (VII)
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▪ Recommendations and Guide “Minimum standard for improving ICT resilience”, released in December 2024
▪ Issued by Swiss Confederation, Federal Office of National Economic Supply FONES, CH

➢ https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-unternehmen/aktuelle-themen/ikt-minimalstandards.html

▪ “Measures to protect industrial control systems (ICSs)”, released in January 2022
▪ Issued by Swiss Confederation, National Cyber Security Center, Federal Department of Finance FDF, CH

➢ https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-unternehmen/aktuelle-themen/massnahmen-schutz-ics.html

▪ Guide to Industrial Control Systems (ICS) Security, released in May 2015
▪ Issued by NIST, National Institute of Standards and Technology, US

➢ https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-82r2.pdf

Other standards and guidance (CIS Critical Security Controls, COBIT, BSI 100-2) exist but decision has been taken to 

focus on ISA/IEC62443 and references related to it 



Document purpose
• Guidance for identifying key cyber security activities 

to done by ICS stakeholders, details about subtasks 

and references to technical standards to be used as 

guide

▪ This Minimum Standard explicitly does not seek to 

compete with the existing international standards. 

Rather, it is compatible with them while being more 

reduced in scope. It is intended to provide a more 

entry-level introduction to the issues, and yet ensure a 

high degree of protection

▪ Same approach for document dedicated to other 

actors

Document structure
▪ Based on NIST nomenclature [Identify; Protect; 

Detect; Respond; Recover]

Example for first activity from IDENTIFY domain (right)

Regulations, Standards & Guidance (VIII)

20

“Minimum standard for improving ICT resilience”
Issued by Swiss confederation, Federal Office of National Economic Supply FONES



Regulations, Standards & Guidance (IX)
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“Measures to protect industrial control systems (ICSs)“
Issued by Swiss Confederation, National Cyber Security Center, Federal Department of Finance FDF

Document purpose
▪ List of high-level security measures, which should 

be embedded in an overarching security process 
which ensures that the measures are applied, 
regularly verified and continuously improved

Source: https://www.ncsc.admin.ch/ncsc/en/home/infos-fuer/infos-it-spezialisten/themen/massnahmen-schutz-ics.html
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Regulations, Standards & Guidance (X)
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Typical approach

1a. Identify applicable regulations, based on 

targeted markets

1b. Extract requirements from customers

requests

2. Identify relevant standards and guideline / guidance for complying with references collected through first 

steps 

3. Evaluate the current gaps between targeted references and your implementation (process + product)

Targeted references

Gap analysis results

4. Design & implement best 

practices and secure products 4. Certify your processes 

and/or products for increasing 
market impact

Compliance certificate



Enter IEC 62443
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Initially developed by the International Society of 

Automation (ISA) Committee on Security for 
Industrial Automation & Control Systems (ISA99)

▪ 700+ members, representing companies across many 

sectors including chemicals, food & beverage, 

pharmaceuticals, health, manufacturing, petroleum 

refining, energy, water, mobility…

IEC technical committee 65, working group 10 

collaborates with the ISA to build the IEC 
version, which is the reason why the standard is 
commonly called ISA/IEC 62443

ISA/IEC 62443 – History

24



ISA/IEC 62443 – High level view

“IEC 62443 is an international series of standards that address cybersecurity for operational 

technology in automation and control systems.”

IACS: industrial automation and control systems



ISA/IEC 62443 – Scope & purpose

26

The scope of ISA/IEC 62443 is defined as any software, hardware, personnel, and policies that are 

involved in or have influence over the safety, security, and reliability of the IACS operations. Since 
IACS components can be physical systems, ISA/IEC 62443 stresses the importance of safety. 
Specifically, a compromise of these physical systems can lead to risk of human life or safety, damage 

to machinery, financial impact, and harm caused to the environment.

Holistic approach requires the 
considerations of 3 dimensions:

▪ Technologies

▪ Processes

▪ Human factors

… to be considered from any stakeholder 
perspective



ISA/IEC 62443 – Standard families
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ISA/IEC 62443 is a complete standard family specifying requirements and practices to be 

implemented into/by organizations for using, developing, operating and/or maintaining IACS (Industrial 
and Automation Control Systems) infrastructure



ISA/IEC 62443 – Stakeholders
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This standard family has been structured based on abstraction levels and related stakeholders

Any Asset owners & 
Service suppliers

Asset owners & 

System integrators

Component / product 

suppliers



ISA/IEC 62443 – Standard families
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This standard family aims to be as generic as possible for cross-sector implementation, however

several technical report [ISA/IEC 62443-1-X TR] is currently under development for providing tailored
interpretation of this standard framework per industry / product type → Available and called security
profiles

1-5: Scheme for IEC 
62443 security profiles



ISA/IEC 62443 – Key principles
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Network segmentation into Zones & Conduits

▪ Purdue model applied historically within automation sector is not that realistic nor strictly 

applicable anymore…

▪ Growing use of IP-based technologies, IIoT (Industrial IoT) devices and interest for remote 
management are illustrating it



ISA/IEC 62443 – Key principles
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Defense in depth



Security levels

▪ A specific security metric has been defined 

in the scope of the IEC 62443; the Security 
Level also called SL: 

▪ Categorized on 5 levels (including 0)

▪ Allow operators to compare cyber security 

«maturity» of components and systems

▪ 3 sub-levels: SL-Capability, SL-Target, SL-

Achieved

▪ Same scale on both system and component 

levels

ISA/IEC 62443 – Key principles

32



ISA/IEC 62443 – Key principles
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Security levels



ISA/IEC 62443 – Key principles
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Security levels

• SL-T: is the desired level of security for a particular zone and/or conduit. It is usually determined 
by performing a cyber security risk assessment on an environment.

• SL-C: is the security level that a component or system of an environment can provide when 

properly configured. This level states that a component is capable of meeting the required target 
security level SL-T natively without additional compensating measures

• SL-A: is the actual level of security for a particular environment or a specified zone and/or conduit 
of it. It is measured after an environmental design is available or when in place



ISA/IEC 62443 – Key principles
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Maturity Levels

• Maturity Levels are based on the CMMI-DEV model. These levels define the benchmark which are 
required to be met by the requirements defined the standards IEC 62443 2-4 and IEC 62443 4-1. 

Each level is progressively advanced than the previous level. The service providers and the asset 
owners are required to identify the maturity level associated with the implementation of each 

requirement.

Level CMMI-DEV IEC 62443-4-1 Description

1 Initial Initial Capability of performing a service without a documented process that is poorly controlled

2 Managed Managed
Capability of performing a service in a formal documented characterized process with
evidence of expertise and trained personnel

3 Defined
Defined 

(Practiced)
Capability of performing ML2 level including evidence of practicing the process e.g.
Documented process plus list of participants in the training of personnel

4
Quantitatively 

managed
Improved

Capability of performing ML3 level including demonstration of continuous improvement e.g.
internal audit report

5 Optimized



ISA/IEC 62443 – Levels In a Picture

Maturity
Levels 

Security
Levels

Maturity Level 2 = “Practices are documented”
Maturity Level 3 = “Practices are followed”
Maturity Level 4 = “Practices are improving”

Security Level 0 = “Not implemented”
Security Level 1 = “Prevent mistakes”
Security Level 2 = “Prevent hacking”
Security Level 3 = “Prevent sophisticated hacking”
Security Level 4 = “Prevent state sponsored hacking”

No 
“Levels”

How professional 
is the organization.

How securely 
robust are outputs.

Practices are 
documented, 
followed and
continually 
improving.

Certification 
implies 

Maturity Level 3+



ISO 27001

• “ISO/IEC 27001 is an international standard on how to manage information security.”

• “ISO/IEC 27001 requires that management:

– Systematically examine the organization's information security risks, taking account of the 
threats, vulnerabilities, and impacts;

– Design and implement a coherent and comprehensive suite of information security controls 

and/or other forms of risk treatment (such as risk avoidance or risk transfer) to address those 
risks that are deemed unacceptable; and

– Adopt an overarching management process to ensure that the information security controls 
continue to meet the organization's information security needs on an ongoing basis.

”

Source: https://en.wikipedia.org/wiki/ISO/IEC_27001

https://en.wikipedia.org/wiki/Information_security
https://en.wikipedia.org/wiki/ISO/IEC_27001


ISO 27001 & IEC 62443 – Comparable? 

Quotes from business owners

• “From the many existing Cybersecurity standards, these are the most common, successfully accepted, internationally 

recognized, globally applicable and suitable to our business”

• “Certification to both standards is desirable since ISO/IEC 27001 requirements can help protect the information used 

to implement IACS and ensure the development process is effective in implementing the security practices defined by 

IEC 62443.”

62443

IEC 62443-2-4,   IEC 62443-3-3,   IEC 62443-4-1,   IEC 62443-
4-2

ISO/IEC 27001

“CyberSecurity certification for products and 
offerings in the IACS business environment.”

“CyberSecurity certification to secure own cybersecurity  
operations and compliance to business expectations.”

Mainly designed for industrial automation. Mainly designed for business office environment & operations.

OT (Operations Technology). IT (Information Technology).

More applicable to products. More applicable to organizations.



Two Standards For Strong Value 

Business 

Operations

Operates (ISO/IEC 27001)

Mgmt
System

Risk
Mgmt

Info
Securit

y

Proces
s

IT Sites 
Offices 

Operations, Production, Office (ISO/IEC 27001)

From the IEC 62443 Family:

From the ISO/IEC 27000 Family:

Customer

Supplier



IEC 62443 - Parts
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ISA/IEC 62443 – Focus on some families
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ISA/IEC 62443 is a complete standard family specifying requirements and practices to be 

implemented into/by organizations for using, developing, operating and/or maintaining IACS 
infrastructure



ISA/IEC 62443-2-X – Key parts

42

ISA/IEC 62443-2-1 & ISA/IEC 62443-2-4 as normative parts

ISA/IEC 62443-2-1
▪ defines the elements necessary to establish a cyber security management system (CSMS) for 

industrial automation and control systems (IACS) and provides guidance on how to develop those 

elements

ISA/IEC 62443-2-4
▪ defines requirements for security capabilities to be supported by security programs of integration 

and maintenance service providers. Support for these capabilities means that the service provider 

can provide them to the asset owner upon request.

Note: ISA/IEC 62443-2-3 might also be considered as a good reference for patch management process 

implementation.



Use of this part by Asset Owners
▪ to request specific security capabilities from the service 

provider. More specifically, prior to such a request, IEC 

62443-2-4 can be used by asset owners to determine 

whether or not a specific service provider’s security 

program includes the capabilities that the asset owner 

needs

During negotiation between Asset Owners & 

Service Suppliers
▪ prior to the IACS service provider starting work on the 

Automation Solution, the asset owner will normally issue 

a Request for Quote (RFQ) that includes a document 

(e.g. a Statement of Work (SOW)) that defines its 

security policies and requirements, including which of the 

requirements specified in Annex A of that part apply

ISA/IEC 62443-2-4 – For Service suppliers

43



• Additionally, the asset owner does not normally 

specify how its security requirements will be 
implemented (e.g. backup and restore) – that is 
what the service provider has already specified in 

its policies and procedures. However, the asset 
owner may define constraints and parameters 

(e.g. password timeout values) for how the 
service provider’s policies and procedures will be 
applied in its specific project.

• Maturity levels, based on well-known CMMI 

scale, are used to evaluate capability from 
suppliers

ISA/IEC 62443-2-4 – For Service suppliers

44



IACS integration service provider activities typically 

include:

• analyzing the physical, electrical, or mechanical 

environment the Automation Solution is to control 

(e.g. the physical process to be controlled, such as 

those used in manufacturing, refining and 

pharmaceutical processes),

• developing an Automation Solution architecture in 

terms of devices and control loops and their 

interconnectivity with engineering and operator 

workstations, and possibly the inclusion of a Safety 

Instrumented System (SIS),

• defining how the Automation Solution will connect to 

external (e.g. plant) networks,

• installing, configuring, patching, backing up, and 

testing that lead to the handover of the Automation 

Solution to the asset owner for operation.

• gaining approval of the asset owner for many of the 

decisions made and outputs generated during the 

execution of these activities.

• Maintenance activities generally start after 

handover of the Automation Solution to the asset 

owner has occurred and may continue until the 

asset owner no longer requires them. 

• They are typically short and frequently recurring, 

and typically include one of more of the following:

– patching and anti-virus updates,

– equipment upgrades and maintenance, including small 

engineering adjustments not directly related to control 

algorithms,

– component and system migration,

– change management,

– contingency plan management.

ISA/IEC 62443-2-4 – For Service suppliers
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ISA/IEC 62443-2-4 – Example of capability
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ISA/IEC 62443-2-3 – Patch management

48

Planning an IACS patch management process

• Developing the business case

– The first step in establishing an IACS patch management program is developing the business case that can be 

presented to senior management in order to secure the necessary funding, resources and support

• Establishing and assigning roles and responsibilities

– It is critical to the success of the program to have clearly defined and communicated ownership, accountability, roles 
and responsibilities throughout the asset owner organization to perform IACS patch management.

• Testing environment and infrastructure & establishing backup and restoration infrastructure

– Additional steps may include guidelines on the implementation of a testing environment, automated patch deployment 
and installation infrastructure and backup/restoration infrastructure.

• Providing input to procurement guidelines

– The last step is to provide input to the procurement requirements and legal terms and conditions to ensure that 

product suppliers are supporting the asset owner’s IACS security objectives.



ISA/IEC 62443-3-X – Key parts
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ISA/IEC 62443-3-2 & ISA/IEC 62443-3-3 as normative parts

ISA/IEC 62443-3-2
• defines a set of engineering measures that will guide an organization through the process of 

assessing the risk of a particular IACS and identifying and applying security countermeasures to 

reduce that risk to tolerable levels

ISA/IEC 62443-3-3
• defines technical requirements to be respected on IACS / System level, based on several 

assumptions as follow
– a security program has been established and is being operated in accordance with IEC 62443-2-1.

– a patch management program is implemented consistently with the recommendations detailed in IEC/TR 62443-2-3



ISA/IEC 62443-3-2 – Risk assessment
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2-step approach: Initial risk assessment / Detailed risk assessment



• Technical system requirements are derived 

from risk assessment (62443-3-2).

• The requirements are “catalogued” within 

this ISA/IEC 62443-3-3 part, based on 7 
dimension (called FR - Foundational 

Requirements) as follow

1. Identification and authentication control (IAC),

2. Use control (UC),

3. System integrity (SI),

4. Data confidentiality (DC),

5. Restricted data flow (RDF),

6. Timely response to events (TRE)

7. Resource availability (RA).

ISA/IEC 62443-3-3 – System requirements

53



ISA/IEC 62443-4-X – Key parts
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ISA/IEC 62443-4-1 & ISA/IEC 62443-4-2 as normative parts

ISA/IEC 62443-4-1

• describes product development life-cycle requirements related to cyber security for products intended for use in 

the industrial automation and control systems environment and provides guidance on how to meet the 

requirements described for each element.

• implementation of such SDLC (Secure Development Life Cycle) practices is  considered as a prerequisite (called 

common cyber security constraints) for certifying a technical capabilities of a product acc. To ISA/IEC 62443

ISA/IEC 62443-4-2

• provides the cyber security technical requirements for the components that make up an IACS, specifically the 

embedded devices, network components, host components and software applications.

• defines technical requirements, in alignment with capability from ISA/IEC 62443-3-3, but focused on capabilities on 

component level, and depending on component type



Processes, practices and requirements related to 

them are described by the IEC62443-4-1 and 
categorized as follow:

1. General security management (SM)

2. Specification of security requirements (SR)

3. Security by design (SD)

4. Secure implementation (SI)

5. Security verification and validation testing 

(SVV)

6. Management of security-related issues (DM)

7. Security update management (SUM)

8. Security guideline (SG)

ISA/IEC 62443-4-1 – SDLC
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ISA/IEC 62443-4-2 Product certifications 

• Based on the Security Scale defined by 
standard parts (SL)

– SL-1 / SL-2 / SL-3 / SL-4

– Considered as an SL-C on component-level

– SL is defined during application phase for defining 

compliance targets and applicable requirements

ISA/IEC 62443-4-1 SDLC certifications

• Based on the Security Scale defined by 
standard parts (ML)

– (ML-1) / ML-2 / ML-3 / ML-4

– Considered as a maturity level

– ML is an output from the certification phase

ISA/IEC 62443 Certifications
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Certifications for Product suppliers

Source : 

https://publisher.hitachienergy.com/preview?DocumentID=9AKK108466A4759&LanguageCode=en&DocumentPartId=&Action=Launch

https://publisher.hitachienergy.com/preview?DocumentID=9AKK108466A4759&LanguageCode=en&DocumentPartId=&Action=Launch


ISA/IEC 62443-2-1 Security Program (=CSMS) 

& ISA/IEC 62443-2-4 IACS Services

• Based on the Security Scale defined by 

standard parts (ML)
– (ML-1) / ML-2 / ML-3 / ML-4

– Considered as a maturity level

– ML is an output from the certification phase

ISA/IEC 62443-3-3 System certifications 

• Based on the Security Scale defined by 
standard parts (SL)

– SL-1 / SL-2 / SL-3 / SL-4

– Considered as an SL-C on component-level

– SL is defined during application phase for defining 

compliance targets and applicable requirements

ISA/IEC 62443 Certifications
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Certifications for other stakeholders

Source: 

https://publisher.hitachienergy.com/preview?DocumentID=9AKK108466A7250&LanguageCode=en&DocumentPartId=&Action=Launch

https://publisher.hitachienergy.com/preview?DocumentID=9AKK108466A7250&LanguageCode=en&DocumentPartId=&Action=Launch
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