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Make sure you have accepted the invitation
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SWITCHengines Dashboard (openstack)
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https://engines.switch.ch/horizon

https://engines.switch.ch/horizon


• Under ”Compute-

>Overview” you can 

see the resources 

available and those 

used

Resources
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• Add a network

• Add a router and 

connect both your 

newly created 

network and the 

public network

Create a network and give it access to the 

internet
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• Attention: make sure 
ssh key is ready

1-st Virtual Machine Creation – ssh keys
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https://help.switch.ch/engines/documentation
/creating---importing-ssh-keys/



• ssh-keygen (e.g. ssh-keygen -t 

ed25519)

• Accepted connections 
~/.ssh/known_hosts

-> You may need to erase your 

machine from there in case you 

changed your key pair

• Accepted public keys 
~/.ssh/authorized_keys

Remember to remove the old one if 

you change it

1-st Virtual Machine Creation – ssh keys
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• Copy
ssh-copy-id -i ~/.ssh/tatu-key-

ecdsa user@host

• Copy from GH/GL
curl 

https://github.com/username.key

s >> ~/.ssh/authorized_keys

• Ask the public key to your professor (e.g. 
curl 

https://github.com/fooltinkerer.k

eys >> ~/.ssh/authorized_keys)

https://github.com/fooltinkerer.keys
https://github.com/fooltinkerer.keys


• Source indicates the base image 

used

• There are multiple flavours (size of 
resources) to choose from

• Add the machine to the network 

you created

• Add your ssh key

• Optional: cloud-init.yaml

1-st Virtual Machine Creation – Concretely
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• Default: no access 

• Need to give a floating IP address 

to the server

• Need to add the service(s) to the 

list of allowed ones - applies to 
ICMP and ssh as well

1-st Virtual Machine Creation – Granting 

access
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• Download the file to source

• Create the credentials by 

following 

https://help.switch.ch/engines/f

aq/how-to-create-api-

credentials/

STORE THE CREDENTIALS 

SAFELY!

• Source the file and 

enter the generated 

credentials

Use the openstack cli
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https://help.switch.ch/engines/faq/how-to-create-api-credentials/
https://help.switch.ch/engines/faq/how-to-create-api-credentials/
https://help.switch.ch/engines/faq/how-to-create-api-credentials/


• Add your ssh key
openstack keypair create --public-key 

~/.ssh/id_openstack.pub

mighty_openstack

• Create an instance
openstack server create --image 

"Debian Bullseye 11 (SWITCHengines)" -

-flavor c1.small --key-name "Mighty 

Beast" --network office --network dmz

client1

• Create a floating IP address
openstack floating ip create public

• Bind the floating IP to an address
openstack floating ip set --port 

e9d2ccf4-b291-43ce-b315-b158000fe149 

a7610fb9-862e-400c-befb-a0464abcc6f5

• Get the existing security groups
openstack security group list

• Show the content of a group
openstack security group show MyApp

• Create an entry in an existing security group
openstack security group rule create -

-ingress --protocol tcp --dst-port 22 

--ethertype IPv4 MyApp

Use the openstack cli
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Adapt the values obviously ;-)
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